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Answer the following questions:

Why are you attending this workshop?
	
	
	
	
What are your objectives or desired outcomes from attending this workshop?
	
	
	
	
What questions would you like answered at the workshop? 
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Based on the information provided so far, make a list of the types of data that you currently store for your business and note where the data is stored (e.g., single PC, shared network drive, cloud, etc.).

	1.




	2.




	3.
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[bookmark: _Hlk121406377]There are a host of guides relevant to cyber security.
Here are a few you can read:
ACSC Small Business Cyber Security Guide https://www.cyber.gov.au/acsc/view-all-content/publications/small-business-cyber-security-guide 
SBDC of WA Cyber Security https://www.smallbusiness.wa.gov.au/legal-risk/cyber-security 
Manage cybersecurity in your business (Business Victoria) - https://business.vic.gov.au/business-information/protect-your-business/manage-cyber-security-in-your-business 
Cyber security and your business (Australian Government) https://business.gov.au/online/cyber-security/cyber-security-and-your-business  
To gain an understanding of the current landscape of data breaches in Australia, click the link on screen to review the latest notifiable data breach statistics and take note of any information that is relevant to your type of business:
[https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-statistics/notifiable-data-breaches-report-january-june-2022 ]
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[bookmark: _Toc121432405]Activity 4 - Cyber threats and their influence on your business

List the cyber threats that are mostly likely to affect your business. 

List current protective measures (if any) that have been implemented to safeguard against such attacks.   
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What authentication methods are currently used in your business? 
Is there potential for the introduction of multi-factor authentication for the devices or certain software?
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[bookmark: _Toc121432407]Activity 6 - Wi-Fi security

Answer the following questions regarding Wi-Fi security in your business:

1. Check the Wi-Fi security algorithm you are currently using in your business (click the link on screen: https://www.makeuseof.com/tag/tell-what-security-type-wi-fi-is/#what-security-type-is-my-wi-fi). 

2. Is your business currently using WEP or WPA? If so, make it a point to look into updating to WPA2 or WPA3 as soon as possible.  

3. Have you updated the default passwords since installing the devices?

4. Have you changed the SSID to limit the information you broadcast about your router?
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Ensure that your systems are up to date and using good patch management. 

Follow the steps in the guides found at the link on screen to turn on automatic updates for both the operating system you are using and the application software. 

[bookmark: _heading=h.3f88w2obmnv](https://www.cyber.gov.au/acsc/view-all-content/guidance/turning-automatic-updates-microsoft-windows-10) 
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Based on the cyber security protection measures that you have completed in the previous activity, begin to fill out the action column of the action plan table below to prepare the update to your cyber security protection measures in your business.

	Action
	Responsibility
	Timeline
	Resources
	Completed (Y/N)

	Procure anti-malware tool 
	
	
	
	

	Install anti-malware tool
	
	
	
	

	Test anti-malware tool
	
	
	
	

	Develop policy and procedure around dealing with malware
	
	
	
	

	Train staff in anti-malware tool usage and new policy and procedure
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