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139 million
9.8 million

9.7 million 8 million 7.6 million



nbn-COMMERCIAL 
4 © 2021 nbn co ltdnbn-Confidential: Commercial



nbn-COMMERCIAL 
5 © 2021 nbn co ltdnbn-Confidential: Commercial

Cybersecurity definition:

Cybersecurity is about protecting your business’s 
digital stuff (like bookings, emails, and customer 
info) from online threats, scams, and data leaks. 

Think of it as locking the doors to your online office, 
just like you would your cellar door or reception 
desk.
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Entered into Copilot (Microsoft’s AI tool):

Give a brief definition of 
cybersecurity for a group of 
regional tourism operators
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Scam trends in Australia
Education and awareness is one of the best ways to combat scammers

Total losses: $2.74 billion 

Down 13% from 2022

601,803 reports

Total losses: $2.03 billion

Down 25.9% from 2023

494,732 reports

Total losses: $173.8 million

Up 26% from H1 2024

108,305 reports

2023 2024
2025

H1

Please note: Statistics provided are obtained from ScamWatch (www.scamwatch.gov.au) and attributed to the © Commonwealth of Australia 

http://www.scamwatch.gov.au/
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The Cyber Security Risk Landscape

In 2023 Australians made over 
601,000 scam reports compare to 
507,000 in 2022 – an increase of 

18.5%

This is over one report for every 
minute of the year

Medium businesses had the 
highest average financial loss per 

cybercrime report ($88,000) 
compared to small businesses 

($39,000) and large organisations 
($62,000).

Fraud, online shopping and online 
banking were the top reported 
cybercrime types, accounting 

for 54% of all reports.
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Top 5 scams by loss
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Investment scams

What are they?

Scammers claim to have developed highly profitable trading systems based on special algorithms 
that deliver high returns with little or no risk. Typical scams start with a small return on investment 
then the scammers claim to have system problems, cut off contact and keep the money. 

Investment scams were the most common scam in 2020 with Aussies losing $328 million. More than 
half of reported losses in 2021 have been through bitcoin.

How to protect your business:

• Do your research. Avoid a company that doesn’t have a AFS license or says they don’t need one.
• Check who owns a website using websites such as who.is and check whether any account details 

you have been told to transfer to match the name of the company you are supposedly dealing with
• Remember if it looks too good to be true, it probably is.
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Business email compromise scams

What is it?

Scammers intercept legitimate invoices, changing details to include fraudulent payment info. 
The recipient will pay the invoice as normal and not realise they have been scammed. Another 
technique is to impersonate the CEO and request staff transfer funds for reasons like surprise 
gift cards for staff.

Business email compromise caused the highest losses across all scam types in 2019 costing 
businesses $132 million.

How to protect your business:

• Call (and speak to a trusted person) to verify ALL bank account changes.
• Educate your staff, so they’re your first line of defense.
• Follow ‘Scamwatch’ to keep up to date.
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Phishing scams

What are they?

‘Dodgy’ emails / SMSs designed to trick recipients out of money and data.

It’s a numbers game. Phishing emails / SMSs are typically sent to thousands of people. Also 
be mindful of ‘spear phishing’ (more targeted and sent to specific individuals – like reception 
or payroll staff). 

How to protect your business

• Be wary of requests for money (especially if ‘urgent’ or ‘overdue’).
• Be cautious of opening attachments, or requests to confirm login details.
• Hover your mouse over hyperlinks to reveal the real link (it might not be what you think!). 
• Forward SMSs to Telstra’s 7226 number and then delete
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Malware and ransomware scams

What are they?

Malicious software (“Malware.”) is unauthorised software designed to cause harm (e.g. viruses, 
trojans, worms.) Ransomware is a popular type of malware that locks down your computer and 
files until a ransom is paid.
  
Malware gains access to important sensitive information (like banking details, credit card 
numbers, and passwords).

How to protect your business

• Automatically update your operating system, software and apps.
• Regularly backup your files – consider a copy that’s kept offline.
• Have a response plan in place. Know who to call if a ransomware attack occurs.
• Never pay a ransom! You are not guaranteed to regain access, and may be vulnerable to a 

second attack.
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False billing

What is it? 

False billing scams request you or your business to pay fake invoices for directory listings, 
advertising, domain name renewals or office supplies that you did not order.

Scammers recognise that small business operators are busy and have fewer resources than large 
businesses, so they aim to take advantage of that. It’s easy for a scammer to copy or modify 
letterheads, names and logos to make them look real, or set up a professional-looking but fake 
website. 

How to protect your business

• Never agree to any business proposal on the phone: always ask for an offer in writing
• Check that goods or services were both ordered and delivered before paying an invoice
• Get proof of directory entries before paying anything and never pay for an entry or 

advertisement you didn’t authorise.
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Cyber Security for Small Business

What else can you do? 

o Use Multi-Factor Authentication: MFA is a security measure that requires two or more proofs to grant access to 
your accounts. A typical example combines something in your head (like a password) with something in your 
hand (like a SMS code to your phone).  Authenticator apps are better.

o Change to passphrases: Try using a phrase or sentence, instead of a password. ‘Longer is stronger’, plus a 
sentence is easier to remember. Don’t reuse passwords across multiple sites.

o Use a Password Manager

o Implement Access Controls: Minimise risk by working out who can access what within your computing 
environment. Restrict admin privileges on an “as required” basis. Remember to revoke access when employees 
leave the business.

o Keep informed: https://www.cyber.gov.au/acsc/small-and-medium-businesses

o Enrol in                                                    https://cyberwardens.com.au/ 

https://www.cyber.gov.au/acsc/small-and-medium-businesses
https://www.cyber.gov.au/acsc/small-and-medium-businesses
https://www.cyber.gov.au/acsc/small-and-medium-businesses
https://www.cyber.gov.au/acsc/small-and-medium-businesses
https://www.cyber.gov.au/acsc/small-and-medium-businesses
https://www.cyber.gov.au/acsc/small-and-medium-businesses
https://www.cyber.gov.au/acsc/small-and-medium-businesses
https://cyberwardens.com.au/
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Cyber Security for Small Business
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Cyber Security for Small Business

Passphrases..
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How to protect yourself  from scams

Keep your personal details and financial information safe:

Do not share your financial information (i.e. bank, credit card or gift card details) or 
personal details with an unsolicited caller or door knockers trying to seek payment for 
a service over the nbn  network.

If in doubt, hang up and call your retail service provider on their official customer 
service centre number to check if the call is legitimate. Do not use contact details 
supplied by the caller.

If you think you’ve given your details to a scammer:
• Contact your bank or financial institution straight away.
• Report it to your local police and to Scamwatch.
• Contact IDCARE on 1800 595 160 if you think you’ve given remote access to your computer or mobile 

device or revealed personal or financial information.



nbn-COMMERCIAL 
21 © 2021 nbn co ltdnbn-Confidential: Commercial



nbn-COMMERCIAL 
22 © 2021 nbn co ltdnbn-Confidential: Commercial

What to expect from nbn

We do not sell phone or internet services directly to the public

• nbn will never call you with automated assistance (e.g. “robo call”) to tell you you’ll be 
disconnected.

• nbn will never ask for remote access to your computer via the installation of programs.

• nbn is a wholesaler and will never ask you to buy a plan directly from them.

• There are times when nbn may contact you directly, but never to ask for payment.

• All nbn  approved technicians and workers carry enAble  identification cards. If you’re 
unsure, ask to see this.
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The future is scary:

Chat GPT

Dec. 2022:  1 million users
May 2024:  180 million users
Aug. 2025:  5.3 billion visits 
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Helpful links

Protect yourself from nbn scams 
www.nbn.com.au/scamadvice

Try the Digital Readiness Assessment Tool
www.business.gov.au/online

Learn more about scams 
www.scamwatch.gov.au

Report a scam 
www.scamwatch.gov.au/report-a-scam

Join the ACSC Alert Service for up-to-date 
information on online threats. 

www.cyber.gov.au

https://haveibeenpwned.com/
Great tool to discover if your email or mobile 

has been compromised.

http://www.cyber.gov.au/
https://haveibeenpwned.com/
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Thank you

Questions… 
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